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Résumé

Decentralized blockchain systems rely on consensus mechanisms to ensure both security
and transaction processing integrity (10, 2). Validator selection within these systems plays
a pivotal role in maintaining overall system integrity. This paper introduces an innovative
algorithm tailored to optimize validator selection within blockchain networks, with a spe-
cific focus on the Practical Byzantine Fault Tolerance (PBFT) consensus mechanism. The
algorithm dynamically adjusts the validator’s pool, strategically integrating factors such as
proximity, participation rates, and the inclusion of a trustworthy majority of validators (2).

Despite recent research initiatives exploring dynamic adjustments in validator pool sizes
to enhance system resilience, existing methodologies often overlook the importance of node
proximity or incur high resource consumption (7). To address these challenges, our algorithm
dynamically varies validator nodes based on network distances and participation rates. Ad-
ditionally, it incorporates randomness into the selection process to enhance unpredictability
and overall network security (4, 8).

Related work in decentralized applications, cloud computing, and blockchain consensus mech-
anisms underscores the significance of randomness and node proximity in validator selection
(9, 1, 6, 3).

The paper discusses the potential of using multi-agent systems (12), (11), (5) and analyzing
the dynamics of their opinions to monitor the behavior of validator nodes and other entities
in Blockchain systems based on BFT protocols. The objective is to develop a mathematical
model based on a blockchain, where each node expresses an opinion that can be defined in

relation to the state of the network, the state of the consensus protocol, or other factors.
More specifically, the dynamics of opinions within the network could contribute to identify-
ing the best validators, anticipating and avoiding the selection of nodes expressing negative
opinions, which could be suspected of malicious behavior.

In conclusion, this research contributes to advancing the security and performance of de-
centralized blockchain systems by addressing critical challenges in validator selection and
network monitoring, while drawing inspiration from the field of opinion dynamics. By lever-
aging innovative algorithms and considering key factors such as node proximity and random-
ness, our

approach aims to enhance the overall integrity and efficiency of blockchain networks operat-
ing on BFT protocols.
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